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Abstract: 
In environmental studies and earth observations 
remote sensing images plays a vital role. Spatial 
and Spectral information present in remote 
sensing images are widely used in many 
applications. Therefore, it is of great importance 
to protect these information’s while watermarking 
a remote sensing image.  There are many robust 
watermarking algorithms, which embed the 
watermark imperceptibly, but they do not focus 
on how the spatial and spectral information are 
being changed.  In this paper we propose a 
wavelet based watermarking algorithm, especially 
for remote sensing images to preserve the spatial 
and spectral information. Quality of the 
watermarked image is determined by performing 
data comparison operations in ArcGIS. Proposed 
method is checked for robustness by performing 
attacks STIRMARK benchmark [3], [9] and 
ArcGIS. We have also shown that the proposed 
method is imperceptible and robust under most of 
the hostile attacks.  A comparative study is also 
done between proposed method and method [7], 
our method gives a promising result. We hope 
that our method will give a good result when 
compared with other wavelet based watermarking 
algorithms. 
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Introduction: 
 
With the increasing use of online GIS and internet, transfer of digital remote sensing images has 
increased. It became highly essential to watermark the remote sensing image in order to identify 
the original buyer and the copyright holder and to trace out the unauthorized copies [1]. Terms 
associated with watermarking techniques [2] 
 

1. Watermark: Watermark is one, which is imperceptibly added to the cover-signal in order to 
convey the hidden data. 

2. Watermarking: The process of embedding information into another object/signal can be 
termed as watermarking. 

3. Copyright protection:  Copyright protection inserts copyright information into the digital 
object without the loss of quality. Whenever the copyright of a digital object is in question, 
this information is extracted to identify the rightful owner. 

4. Original Image: This is the actual image which we wanted to watermark. 
5. Watermarked Image: This is the image which contains the watermark information and 

sounds more like original image.  
 
Many watermarking schemes are in practice, a good watermarking algorithm should have the 
following properties satisfied to some extent [2] 

1. Imperceptibility 
The embedded watermark must be imperceptible. The original image and the watermarked 
image must have high fidelity. 

2. Robustness 
The watermarked image should be able to withstand any known and unknown attacks like 
cropping, compression, rotation, translation, filtering, scaling etc.  

3. Security 
The watermarked image should not reveal any clues about the presence of watermark.  
 

It is tough for a single watermarking algorithm to satisfy all the requirements mentioned above. 
Depending upon the purpose, the image is used for; the watermarking algorithm can be selected. 
Remote sensing images are mainly used for spatial and spectral analysis, so it is important to 
preserve the spatial and spectral information. Pixel values are the representatives of spatial and 
spectral information present in original image. Index values or pixel values get changed while 
watermarking the original image and it cannot be avoided. These changes in pixel values are 
imperceptible to human observer but it matters more while used for analysis in soft ware’s like Arc 
Gis, ENVI etc., In this paper we propose a method to embed the watermark in a wavelet 
transformed domain ensuring less difference in pixel values between original and watermarked 
images. We have also compared our algorithm with the existing algorithms [6] [7] and it is found 
that our algorithm gives promising results. Another advantage of our algorithm is it is highly robust 
under JPEG compression and robust under almost all of STIRMARK [3], [9] attacks. The image used 
in this paper is the aerial image of South Chennai [5]. We have taken a meaningful text as 
watermark as per the sufficient conditions given for watermarks and watermarking algorithms in 
[4].  
 
Discrete Wavelet Transform: 
 Wavelets are a special kind of mathematical functions, in DWT (Discrete Wavelet Transform) 
we need to deal with two sets of functions – scaling functions and wavelet functions [8]. Most of the 
scaling and wavelet functions are fractal in nature. Most commonly used wavelet functions are ‘Haar, 
Daubechies, Symlets, Coiflets, Biorthogonal, Discrete Meyer etc. All these wavelet functions have a 
discrete set of filter coefficients. Filter coefficients corresponding to scaling and wavelet function are 
nothing but low pass and high pass filters respectively. When a signal passes through these filters, it 
is split into two bands. The low pass filter, which corresponds to the averaging operation, extracts 
the coarse information of the signal. The high pass filter, which corresponds to a differencing 



10th ESRI India User Conference 2009                                                Geography in Action 

operation, extracts the detail information of the signal. The output of the filtering operation is then 
decimated by two. Since image is a two dimensional signal a two dimensional transform can be 
accomplished by performing two separate one dimensional transformations. This operation gives a 
one level decomposition of the image and is shown below. 
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Figure 1:   2-D Wavelet Transform - One Level Decomposition 

 
 
The wavelet-transformed image contains four quadrants; the quadrant LL1 named ‘A’ contains 
coarse information about the image, the quadrant HH1 named ‘D’ contains high detail information 
about the image and the quadrants HL1 and LH1 named ‘H’ and ‘V’ contain mid detail information 
about the image. The original image can be perfectly reconstructed from the transformed domain by 
operating the flipped version of the same filter coefficients.  
 
Proposed Method: 
 The proposed method uses DWT to transform the original image. In the transformed domain 
an SVD, based embedding algorithm is used [6].  If the image is a multi-band image or 
hyperspectral image, then watermarking is done separately for each band, and stacked together.  
Watermarking can also be done for desired bands. In this paper, we have taken the aerial image of 
South Chennai as model image to demonstrate the proposed method. Implemented of the algorithm 
is carried out using MATLAB 7.3 and the results are concluded using ArcGIS 9.2.  
 
Algorithm to embed the watermark: 

1. Read the original image and get the size of the image.  
2. Read the watermark and get the size of the watermark. 
3. Get the filter coefficients of the wavelet used for transforming. 
4. Operate the filter coefficients on the original image to obtain transformed image. 
5. Select a component either ‘A’ or ‘H’ or ‘V’ or ‘D’ from the transformed domain and get the 

size of it.  
6. Resize the watermark to the size of the average ‘A’ quadrant.  
7. Perform Singular value decomposition (SVD) on original image. Because of it we will get 

three matrices ‘U ’, ‘ S ’ and ‘V ’ of the same size as original image. The matrix ‘ S ’ is a 
diagonal matrix. 

8. Specify a parameter value ‘alpha’. This value determines the strength of the watermark that 
is going to be embedded. Lesser the value of alpha ‘greater the quality of image and lesser 
the quality of extracted watermark’.  

9. Multiply the watermark with the parameter alpha and add it with the matrix ‘ S ’ to get ‘ Sn ’ 
matrix. This ‘ Sn ’ matrix contains the information about watermark. 

10. Perform SVD on matrix ‘ Sn ’ to get three matrices ‘Uw ’, ‘ Sw ’, ‘Vw ’.  Again, the matrix ‘ Sw ’ 
is a diagonal matrix and all the three matrices contains information about the watermark.  

11. Multiply the ‘U ’ and ‘V ’ matrix of original image with the matrix ‘ Sw ’ to get the 

watermarked component. Watermarked component = TU Sw V× × . 
12. Replace the watermarked component in the place of original component. 
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13. Operate the left right flipped version of the same filter coefficients to get the Watermarked 
image.  

14. Go to Step 5 and repeat the process for all components. 
15. From the four Watermarked images, the best-watermarked image is found out by comparing 

with original image using ArcGIS software.  
 During extraction, we need the matrices ‘Uw ’, ‘Vw ’, ‘ S ’ of the embedded component, the 
wavelet filter used and the parameter value alpha. These matrices, wavelet filter and the parameter 
alpha are secret, and thus our algorithm becomes more secure. Since only the owner knows these 
values, it will be difficult for an attacker to find out the place where the embedded watermark.   
 
Algorithm to extract the watermark: 

1. Perform wavelet transform on the possibly distorted watermarked image, using the same 
filter coefficients. 

2. Step 1 gives four quadrants containing A*’, ‘H*’, ‘V*’ and ‘D*’.  Select any component, 
Watermark can be extracted from any component. Different components give different 
strengths of watermark.   

3. Perform SVD on the selected component to get the matrices ‘U *’, ‘ S *’ and ‘V *’. 
4. Extract the watermark by the reverse process of embedding.  Watermark = 

( )* TUw S Vw S
alpha

× × −
 

 
It is found that Watermarking in the transformed domain with SVD based algorithm gives a good 
quality watermarked image than watermarking using SVD based algorithm. Our algorithm is also 
compared with a wavelet based watermarking algorithm for best parameter values, and it is clear 
that our algorithm is best suited for watermarking of remote sensing images. The original image, 
watermark, the watermark image and extracted watermark are shown in Figure 2.  
 
                      
   

Figure 2: Original 
image and the 

watermark to embed 
inside the original 

image. 
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Robustness of the proposed method: 
  

The watermarked image is checked for robustness by performing attacks using STIRMARK 
benchmark. Few attacks like ‘Low pass and High pass filtering’ ‘Deleting attributes’ ‘Editing data’ etc, 
can be performed using ArcGIS. Watermarks are extracted from the possibly attacked images. It is 
found that our algorithm is highly robust under JPEG compression. The reason for that is  

 
1. During JPEG compression, only the detailed part or the edges of the image will be cut off. DWT is 

the transformation technique that JPEG compression uses.  
2. DWT is the transformation technique that our algorithm also uses. When we embed the 

watermark in average or mid frequency components, there is no chance for the loss of watermark 
information during JPEG compression. When we embed in the high detailed part, the high detailed 
part becomes less detail or the high frequency components are changed to mid frequency 
components, JPEG standard eliminates only the high frequency components.  

3. More over our algorithm has the flexibility of embedding in any frequency component depending 
upon application.  

 
It is a common practice that we crop and take the part that we want from the image. During such 
situations, watermarking algorithm should make sure that watermark information is not lost. Our 
algorithm is highly robust under cropping as well and the reason is 
 
1. We are not embedding the watermark in a selected area in our algorithm. After embedding the 

watermark in the transformed domain, we perform inverse transform to get the original image 
back. During inverse transform, the watermark information gets spread over the whole image, 
and even the cropped images will contain the watermark information.  

 Our algorithm is highly robust under signal processing and desynchronization attacks like filtering, 
addition of noise, convolution, and rescaling, resizing, rotation operation, removal of lines etc., Our 
algorithm is less robust under STIRMARK attack ‘SS’ and we never perform that operation for 
remote sensing images.   
 
Experimental Results: 
 We have compared the watermarked image of the proposed method with the watermarked 
images of algorithms given in [6], [7]. As we have already mentioned, pixel values is of immense 
importance in determining the spatial and spectral characteristics. In ArcGIS 9.2 we have the facility 
to compare images. The compared raster values between original and watermarked image are 
tabulated below.  
 
Table 1: Quality Metric 1 
Quality Metric 1 Bands Proposed method 

(Result In 
percentage) 

Method[7] 
(Result In 
percentage)  

Percentage of same 
Raster data between 
Original Image and 
Watermarked Image 

1 
 
2 
 
3 

75.0170 
 
77.8864 
 
81.8226 

74.7503 
 
77.6140 
 
81.5050 

 
From the table above it is found that the proposed method has more percentage of accuracy. 
Difference in pixel values or raster values between original image and watermarked image i.e. 
‘Average Absolute Difference’ between the images are computed, and our proposed method gives a 
good result. The results are tabulated in Table 2. 
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Table 2: Quality Metric 2  - Average Absolute Difference 
Quality Metric 2 Comparing 

Original Image 
with Original 
Image itself 

Comparing Original 
Image with 
Proposed method 

Comparing Original 
Image with method [7] 

Average Absolute 
Difference between 
raster values 

0 0.2894 0.3026 

 
Even if there are many quality metrics for estimating the quality of watermarked image, these two 
metrics are very much important for remote sensing images, because these metrics in turn 
measures the spatial and spectral information present. 
 
Future Work: 

1. The same algorithm can be extended for watermarking Hyper spectral and Multispectral 
images, our future work includes that.  

2. Introducing new parameters in the same algorithm in order to improve the experimental 
results. 

3. Try for new embedding techniques in the same transformed domain to improve the 
experimental results. 

 
Conclusion: 
 From the experimental results, it is found that, the proposed method works well than method 
[7].  Our algorithm is highly robust under various attacks, and the common operations that we 
perform on remote sensing images. The proposed algorithm is also secure, because secret matrices, 
parameter values and wavelet filters are needed to extract the watermark, and only the owner or 
authorized user of the image knows that. From all these proved facts, we conclude that the 
proposed method is well suited for watermarking of remote sensing images.  
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